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Preface

Tarrorism is & sifent enemy — until if strikes. Temonists
dopend on 15 to Jof cur guand down.  They think on a
diffarent level and although we consider ihem a non-
traditional form of enemy, they are calculating, well preapared
and can be very successil. However, lemonsts an weok
against a well-organized Counter Terrorsm defense such as
doscribad in ihis manusd Terorsts con be anyong — even
the folks next door.

The terrons! is one of the mos! dedicaled soiders in the
worid, But, not as good as thelr counterpart - you.

This manusl, altiough specilicaly prepared for the Food
industry, is applicabie fo any operation. Tha basis for any
Counter Terorism program is & solid Food Safety Program.
Without this program as o foundation, no Coimntar Tevmrism
program can be effective
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How to use this Manual

The primary purpose of this manual is to walk the
practitioner through a deliberale series of steps leading 1o a
comprahensive Counter-Termarism security program. In
doing so, a number of olher subjects are included 1o assist
with the: organizations Counter-Terrosism program.

No matter how large o small the organization, it
should commission a security feam 1o develop a Counter-
Terrorism plan. The best Team Leader for this group is
ahways someone from 1op management. The team should
meat at beas! monthly and record the minutes so that
initiatives and actions are recorded

Beginning with the development of an crganization
wide policy (Chapter 2), a Local Threat Assessment
{Chapter 3), the practitioner then develops a Counter
Tesrorism Risk Analysis (Chapters 4 and 5) that leads to a
Specific Counter-Terrorism Security Plan Chapler 7. The
plan is detailed by nature, but o too are the sleps the
termorist takes in planning thesr atiack

It is strongly recommended that the manual be read
in its entiraty before beginning the plan

The flow of the security plan dovelopment process is as
follows:

Risk Analysis

ET Security Plan
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The ORM Organizational Policy

Al the beginning of chapter five Is a typical ORM
Organizational Policy letter, The praclitioner may use it in its
entirely of whatever parts of it suil the goal af the
organization. It is also on the CO a1 the rear of the manual.

The very first item an organization must 8o is
commission a Counter-Termediam of Security Team with &
Team Leader from managemend. Once this has been
sccompkshed, ideally the team should prepare a Coundes-
Terrarism COrganization-wide policy letler, As with all poliey
letters, il should cover the nuts and bolts of the subject

The organizational letter, in chapter five is @ good
format for your own letiar. The policy should start with a
purpese (misslon sialement) so that the organization and the
Sacurity Team know their mission and boundaries.

The policy letter should atso outling when a ro-analysés
should take place and what events such as a change in
terorist threat, change in Facilty, of persannel for example
would trigger this process.

The policy letter would list the positions or departments
within the company that are to provide leam members and
their responsibiities.

The policy leter also addresses olher concerns such
as which concepts will be usad for development, format,
wvasious stardards, third party centification, training, and
propeiatary infesests.

Dine of the subjects in the policy letter referred 1o as
“Assumptions” cover those areas that are nat facts but
address subjects, which we can only assume, will be the
case under various scenarios. A fow could be, "That police
and fire departmant officials will assist with an actual terrorist
event.” “That persannel disabled by the terorist event wil
not be able rlorm intenss security

The policy letier can address almost anything deemed
impartant by the organizaion or the Security Team. Justa
paint of formality - nommally policy |etbers do not address.
Standing Operating Procadure or other procedural measures
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